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Robust Fault Detection for Uncertain Discrete-Time Systems

Haibo Wang and James Lam
University of Hong Kong, Hong Kong, People’s Republic of China

The fault detection problem under structured uncertainties in the system matrices is considered. The sensitivity
of robust fault detection is one of the important issues considered in the fault detection and isolation development.
To enhance this characteristic, an unconstrained optimization approach is taken to design a robust fault detection
observer. The approach aims at enhancing the fault detection robustness to uncertainties without sacri� cing the
faultdetection sensitivity,which was seldomaddressed before. Furthermore, other objectives related to theobserver
gain and the eigenstructure conditioning of the observer system are also taken into account. The gradient-based
optimization approach is facilitated by the explicit gradient expressions derived. Numerical simulation has also
demonstrated the tradeoffs between different objectives as well as the effectiveness of the present methodology.

I. Introduction

T HE research and application of fault detection and isolation in
automated processes has received considerable attention dur-

ing the last two decades,1¡6 both in a researchcontextand also in the
domain of application studies on real processes. One area of active
research is the developmentof model-basedfault detectionsystems.
There are a great variety of methods in the literature to construct
model-based fault detection systems. One of them, using observer
techniques, has received much attention in the past.

Modern technologyhas increasingly led to the creation of highly
complex dynamic systems that have demanding performance re-
quirements in a variety of environments. These systems must be
capable of meeting stringent speci� cations for reliability and op-
erational safety over long periods of time, while operating under
a great deal of uncertainty. However, in practice, such as in chem-
ical processes or aerospace systems, fully accurate mathematical
models of the systems cannot be obtained. There is always a mis-
match between the actual process and its mathematical model even
if there is no fault in the process. Such inaccuracies may give rise
to false alarms and, thus, corrupt the performance of the fault de-
tection system, which may even render it useless. To overcome this
dif� culty, the fault detection system has to be made robust, that is,
insensitive or even invariant to such modeling errors. More specif-
ically, a mere reduction of the sensitivity to modeling errors does
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not solve the problem because such a sensitivity reduction is gener-
ally associated with a reduction of the sensitivity to faults. A more
meaningful formulation of the robust fault detection (RFD) prob-
lem must, therefore, require robustness to modeling errors without
losing fault detection sensitivity.Such a system designed to provide
satisfactory sensitivity to faults associated with the necessary ro-
bustness with respect to modeling errors is called an RFD scheme.
In recent years the task of enhancing the robustness with respect
to modeling uncertainties has been the subject of many published
papers.1;7¡13 An overview of robustness issues and solutions can be
found in the work by Frank.7

No matter which method is chosen to solve the robustness prob-
lem, there is often a point in common: to decrease the effects on
the residues due to modeling uncertainties and simultaneously to
increase that due to faults. In this context, Ding and Frank14 pre-
sented a performance index expressed as a ratio of sensitivities of
the residues due to the unknown inputs and the faults, respectively.
The design goal is to then construct an observer for fault detection
with the performanceindex being minimized. This or a similar idea
is popular amongst a number of subsequentpapers for model-based
RFD systems.7;8;15¡19

Following this idea, a method for designing an RFD observer
in discrete time is studied in this paper. It is formulated as an opti-
mization problemwith observerpoles as the constraints.Apart from
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optimizing the sensitivity-relatedobjective, the present formulation
has also taken into account the observergain size and the numerical
conditioningof the observer.Moreover,we also consideredthe case
where uncertaintiesmay appear in the output.This has not been sys-
tematically treated in previous fault tolerant studies.7;8;16;18 Numer-
ical simulation is used to illustrate the effectiveness of the results.
The paper is organizedas follows. In Sec. II, the RFD problemis for-
mulatedand preliminaryresultsare given.The problemis converted
into a gradient-based optimization, and explicit gradient formulas
are provided in Sec. III. The design process is summarized in an
algorithmic form. Section IV provides numerical simulation of the
results. Finally, a conclusion is provided in Sec. V.

II. Problem Formulation and Main Results
Throughout the paper, k ¢ k, k ¢ kF , and tr ( ¢ ) are used to denote

the spectral norm, the Frobenius norm, and the trace of a matrix re-
spectively.All matrices, if their dimensionsare not explicitlystated,
are assumed to have compatible dimensions.

Consider an uncertain discrete-time plant given by

x.k C 1/ D [G C 1G .k/] x.k/ C [B C 1B .k/]u.k/ C K f .k/

y.k/ D [C C 1C .k/] x.k/ (1)

where x.k/ 2 Rn is the state vector, u.k/ 2 Rm is the known control
input vector, y.k/ 2 Rr is the measurement vector, and f .k/ 2 Rp

is the actuator and component fault vector. 1G ; 1B , and 1C are
bounded time-varying uncertainties in G , B, and C , respectively.
Notice that the fault vector f .k/ may be input dependent or input
independent.G , B, C , and K are known constant matrices with ap-
propriatedimensions.The pair .C; G/ is assumed to be observable,
and the uncertain system is stable.

The observer for the generation of fault detection signal can be
expressed as follows:

Ox.k C 1/ D .G ¡ LC/ Ox.k/ C Bu.k/ C Ly.k/

Oy.k/ D C Ox.k/; r.k/ D y.k/ ¡ Oy.k/

Denote the state estimationerror and the closed-loopsystem matrix,
respectively, as

e.k/ :D x.k/ ¡ Ox.k/; G L :D G ¡ LC

where L is chosen such that G L is stable. The error and residual
dynamics of the fault diagnostic observer then become

e.k C 1/ D [G C 1G .k/] x.k/ C [B C 1B .k/]u.k/ C K f.k/

¡ .G ¡ LC/ Ox.k/ ¡ Bu.k/ ¡ L[C C 1C .k/]x.k/

D Ge.k/ C 1G.k/ x.k/ C 1B .k/u.k/ C K f .k/ ¡ LCe.k/

¡ L1C .k/ x.k/

D G Le.k/ C [1G .k/ ¡ L1C .k/] x.k/

C 1B .k/u.k/ C K f .k/ (2)

and the residual vector is given by

r.k/ D Ce.k/ (3)

Using Eq. (4), with Qx.k/ :D [xT.k/ uT.k/]T ; we can rewrite Eq. (2)
as

[1G .k/ ¡ L1C .k/] x.k/ C 1B .k/u.k/

D [1G .k/ ¡ L1C .k/ 1B .k/] Qx.k/

D f[1G .k/ 1B .k/] ¡ L[1C .k/ 0]g Qx.k/

D [In ¡L]1.k/ Qx.k/

where

1.k/ D
µ

1G .k/ 1B .k/

1C .k/ 0n £ m

¶

Assume the perturbation admitting the following structure:

1.k/ D 1.E1.k/; E2.k//

D
µ

F

0

¶
E1.k/[HG HB ] C

µ
FG

FC

¶
E2.k/[H 0] (4)

where FG ; FC ; F; HG ; HB ; and H are constant matrices de� ning
the perturbation structure with

kE1.k/kF · "1; kE2.k/kF · "2 (5)

The perturbation structure in the state equation is similar to that
considered in Ref. 20. Although the robust stability of Eq. (1) with
either E1 or E2 vanished has been established,21 the general case is
substantiallymore complicated.22

Remark 1: When the system is sufferingfrom concurrentactuator
and sensor faults as well as unmodeled noises, the system can be
described as follows:

x.k C 1/ D [G C 1G .k/] x.k/ C [B C 1B .k/]u.k/ C K1 f1.k/

y.k/ D [C C 1C.k/] x.k/ C K2 f2.k/ C 1N .k/

where f1.k/ and f2.k/ are, respectively,the actuatorand sensor fault
vectors, K1 and K2 are known constant matrices, and 1N .k/ is the
unmodelednoisematrix. In this case, theerrordynamicsis governed
by

e.k C 1/ D G L e.k/ C [1G .k/ ¡ L1C .k/] x.k/ C 1B .k/u.k/

C 1N .k/ C [K1 ¡L K2]

µ
f1.k/

f2.k/

¶

and, hence, a similar development can be obtained. However, to
maintain the lucidity of this work, such an extension is not treated
here.

Consider the error dynamics governed by

e.k C 1/ D G L e.k/ C [In ¡L]

»µ
F

0

¶
E1.k/[HG HB ]

C
µ

FG

FC

¶
E2.k/[H 0]

¼
Qx.k/ C K f.k/ (6)

Thus, the residues r.k/ are in� uenced by two inputs, namely, Qx.k/
and f.k/: Because the system in Eq. (1) is assumed to be stable, we
have kQx.k/k · kx.k/k C ku.k/k and, hence, Qx.k/ is a bounded se-
quence if the input u.k/ is bounded. In other words, when the input
u.k/ and fault f .k/ are bounded, then the error dynamics described
by Eq. (6) can be considered as one subjected to bounded distur-
bances. To measure the magnitude of their effects, we use the H2

norm of the system (6) relating to Qx.k/ and f.k/ taken individually.
That is, the H2 norm of the systems with realizations

GE : .G L ; [In ¡L]1.k/; C /; GK : .G L ; K ; C /

are given, respectively, by

kGE k2 D lim
N ! 1

vuut 1
N C 1

NX

h D 0

NX

k D 0

tr[R.k; h/T R.k; h/]

kGK k2 D
®®Q

1
2 K

®®
F

where

R.k; h/ D
»

CGk ¡ h
L [In ¡L]1.h/; k ¸ h

0; k < h

and Q satis� es

GT
L QG L ¡ Q C C T C D 0 (7)



WANG AND LAM 293

Notice thatGE is a time-varyingsystemwith kGE k2 dependenton the
parameter sequences E1.k/ and E2.k/: The following proposition
provides an upper bound on kGE k2 and the following lemma is
required in the process (see Appendix A for its proof).

Lemma 1: Let A, B, and E be real matrices of compatible dimen-
sions. Then

max
kEkF · ²

kAE BkF D ²kAkkBk

Proposition 1: With Q de� ned in Eq. (7), and E1.k/ and E2.k/
satisfying Eq. (5),

kGE k2 ·
p

2
£
"1

®®Q
1
2 F

®®k[HG HB ]k

C "2

®®Q
1
2 [FG ¡L FC ]

®®kHk
¤

(8)

In particular, if 11.k/ D 0 [respectively,12.k/ D 0]; then

kGE k2 · "1

®®Q
1
2 [FG ¡L FC ]

®®kHk
¡
respectivelykGE k2 · "2

®®Q
1
2 F

®®k[HG HB ]k
¢

Proof: See Appendix B.
It is clear that the part of the “energy”contained in the residues is

contributedby kGE k2, which is dependent on the actually perturba-
tion sequences E1.k/ and E2.k/: In practice, these sequencesare not
known a priori. For this reason, one should consider the worst-case
sensitivity of the residues due to E1.k/ and E2.k/: The following
function related to the worst-case sensitivityof residuesdue to these
parameters is de� ned:

SE :D "1

®®Q
1
2 F

®®k[HG HB ]k C "2

®®Q
1
2 [FG ¡L FC ]

®®kHk

Similarly, the sensitivity of residues due to faults is de� ned as

SK :D
®®Q

1
2 K

®®
F

The ratio of sensitivities SE =SK , referred to as the noise-faultsensi-
tivity, is a noise–signalmeasure in the robust fault detectioncontext.
It is also easily seen that

kGE k2

kGK k2
·

p
2

SE

SK

Clearly, SE should be kept small to desensitize the in� uence of
uncertainties in the residual vector whereas SK should be made
large to enhance the sensitivitydue to faults. Unfortunately, there is
in general a tradeoff between the two sensitivities.

For theobserversystemmatrix G L; the choiceof L is such that the
eigenvaluesare distinct and spec.GL / \ spec.G/ D ; where spec(¢)
denotes the spectrumof a matrix.The reason that the eigenvaluesare
chosen to be distinct is due to an eigenvaluesensitivityconsideration
(less susceptible to perturbation). This is always possible because
.C; G/ is observable. Then there exists an invertible V such that

V GL V ¡1 D 3 (9)

where 3 is a real pseudodiagonalmatrix with spec.G L / D spec .3/.
Speci� cally,

3 D diag

µ³
®1 ¯1

¡¯1 ®1

´
; : : : ;

³
®n0 ¯n0

¡¯n 0 ®n 0

´
; °1; : : : ; °n ¡ 2n0

¶

with the eigenvalues of 3 as the desired observer eigenvalues,
®i § ¯i j; i D 1; : : : ; n 0, °k , k D 1; : : : ; .n ¡ 2n0/: Although V is not
an eigenvector matrix, there exists a unitary U such that V U is
an eigenvector matrix of GL . Nevertheless, V de� ned via Eq. (9)
is nonunique. By writing Eq. (9) as

V G ¡ 3V D MC; L D V ¡1 M (10)

then for each M , a unique V is obtained because spec.3/ \
spec.G/ D ;. Moreover, the set

M :D fM 2 Rn £ r j V satis� es V G ¡ 3V D MC is invertibleg

is open and dense in Rn £ r . To improve the numerical conditioning
of the observer, the spectralconditionnumberof theeigenvectorma-
trix of the closed-loopsystem matrix givenby kV kkV ¡1k should be
small due to the Bauer–Fike theorem.23 On the other hand, the size
of the observer gain measured by kLk should not be excessively
large. Moreover, a small kLk will also reduce the effects of the any
perturbations in C . For a given � xed set of desired observer poles
characterizedby 3, the residual vector mixed sensitivityminimiza-
tion problem can be formulated as follows:

min
M 2 M

£
®.SE=SK / C ¯kLk C .1 ¡ ® ¡ ¯/kV kkV ¡1k

¤
(11)

where ® 2 [0; 1] and ¯ 2 [0; 1] are scalar weightings subject to
® C ¯ · 1. These parameters are used to control the relative empha-
sis of the individual objectives. Because of the tradeoffs between
these objectives, the parameters ® and ¯ are required to be tuned so
as to obtain an acceptable compromised solution.

Remark 2: Similar to almost all relevant works,1;7;8;12;24¡27 we
considered the system in the open loop. Our task is to design a fault
detection observer, and it does not alter the structure of system sub-
ject to faults. It should be understood that the open-loop system in
Eq. (1) may also representsome system under closed-loopfeedback
that is subjected to uncertainties. Thus, it makes no difference for
both open-loop or closed-loop systems using our approach as long
as they can be equivalentlydescribed by Eq. (1). On the other hand,
if u.k/ D Px.k/ C v.k/ is given a priori with v.k/ as the new ref-
erence input, then the closed-loop system obtained with Eq. (1) is
given by

x.k C 1/ D [G C BP C 1G .k/ C 1B .k/P] x.k/

C [B C 1B .k/]v.k/ C K f.k/ (12)

and, hence, a similar formulation can be obtained by identifying
G C BP ! G, 1G.k/ C 1B .k/P ! 1G .k/ and HG C HBP ! HG .
In this case, the fault vector f .k/ must be input independent and
treated as input disturbance to the system (12). If f .k/ is state de-
pendent, such as that due to actuatorfaults, then it would be dif� cult
to ensure the closed-loop stability, and our designed observer does
not have the appropriate structure to estimate the state of Eq. (12).

Remark 3: The choice of 1G .k/, 1B .k/, and 1C .k/, usually of
small magnitude, is primarily used to structurally represent model-
ing uncertainties in G, B, and C , respectively. In the closed-loop
case, although1B .k/ can also be used to re� ect actuatorfaults, such
1B .k/ may be largeenoughto affect the performanceof theobserver
constructed based on a noise–signal measure. For closed-loop sys-
tems with signi� cant degradation of the control channels such as
actuator failures, fault detection will not be considered as the ma-
jor issue because stability may not be preserved anyway. These are
some reasonswhy fault detectionis normally formulatedin the open
loop, and along this direction the present paper is developed.

III. Gradient-Based Optimization
Consequently, an equivalent minimization problem to that in

Eq. (11) can be formulated as

Problem RFD: min
M 2 M

J (13)

with

J :D ® J1 C ¯ J2 C .1 ¡ ® ¡ ¯/J3 (14)

where

J1 :D
"1

®®Q
1
2 F

®®k[HG HB ]k C "2

®®Q
1
2 [FG ¡L FC ]

®®kHk
®®Q

1
2 K

®®
F

J2 :D kLk; J3 :D kV kkV ¡1k (15)

Notice that Eq. (13) corresponds to an unconstrained minimiza-
tion problem with Eq. (14) differentiablealmost everywhere (apart
from possibly at those maximum singular values in Q1=2 F , Q1=2

[FG ¡L FC ], L, V , and V ¡1, with multiplicity greater than unity).
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Thus, a gradient-basedoptimization procedure can be applied. The
gradientof J with respect to M is then summarized in the following
proposition (see Appendix C for its proof).

Proposition 2: Suppose

Q
1
2 Fv11 D

®®Q
1
2 F

®®u11

Q
1
2 [FG ¡L FC ]v12 D

®®Q
1
2 [FG ¡L FC ]

®®u12

Lv2 D kLku2; V x1 D kV k y1; V ¡1xn D kV ¡1k yn

where .v11, u11/, .v12 , u12/, .v2 , u2/, .x1, y1/, and (xn , yn ) are the
corresponding singular vector pairs (unit norm). If the maximum
singular values of Q1=2 F , Q1=2[FG ¡L FC ], L , V , and V ¡1 are
distinct, then

@ J

@ M
D ®

@ J1

@M
C ¯

@ J2

@ M
C .1 ¡ ® ¡ ¯/

@ J3

@ M

D ®
£
Y T ¡ V ¡T QGL .X C X T /

¤
C T

C ®
"2kHkV ¡T Q

1
2 u1vT

1 [0 ¡FC ]T

®®Q
1
2 K

®®
F

C ¯
¡
¡Z T C T C V ¡T u2vT

2

¢
C .1 ¡ ® ¡ ¯/U T C T (16)

where

GT
L QG L ¡ Q C CT C D 0 (17)

W1 Q
1
2 C Q

1
2 W1 ¡ Fv11uT

11 D 0 (18)

W2 Q
1
2 C Q

1
2 W2 ¡ [FG ¡L FC ]v12uT

12 D 0 (19)

G L XGT
L ¡ X C "1k[HG HB ]kW1 C "2kHkW2®®Q

1
2 K

®®
F

¡
"1k[HG HB ]k

®®Q
1
2 F

®® C "2kHk
®®Q

1
2 [FG ¡L FC ]

®®

2
®®Q

1
2 K

®®3

F

£ KK T D 0 (20)

GY ¡ Y 3 ¡ LC.X C X T /GT
L QV ¡1

C
"2kHkL[0 ¡FC ]v12uT

12 Q
1
2 V ¡1

®®Q
1
2 K

®®
F

D 0 (21)

G Z ¡ Z3 ¡ kLku2uT
2 V ¡1 D 0 (22)

GU ¡ U3 ¡
£
kV ¡1k x1 yT

1 ¡ kV kkV ¡1k2 xn yT
n

¤
D 0 (23)

Remark 4: For a particular M 2 M, the computationof the gradi-
ent starts with solving V and, hence, L from the Sylvester equation
in Eq. (10). Then G L D G ¡ LC can be formed and the matrices
required for @ J=@M can be obtained from the matrix equations in
Proposition2 whensuccessivelyevaluated.Thereare eightSylvester
equationsto be solvedand singularvaluedecompositions(SVD) are
required to compute the singular vectors.

Now, we summarize the process of obtaining the fault detection
observer gain in the following schematic RFD algorithm. G , B, C ,
K , F , FG , FC , H , HG , HB , and 3 are given.

1) Choose nonnegativenumbers ® and ¯ subject to ® C ¯ · 1 and
nonnegativenumbers "1 and "2.

2) Select an initial guess M0 2 M and solve minimization prob-
lem (13) based on the objective function (14), and function (15) and
its gradient function (16). (Off-the-shelf numerical routines such as
those from MATLAB® may be used, or gradient-based numerical
algorithms in Ref. 28 may be implemented.)

3) Let Mopt be the optimal solution obtained in step 2. Compute
J1, J2 , and J3 .

4) J1; J2, and J3 meet the requirements, step 5,
step 1 and modify the valuesof ® and¯ (relax theperturbation

constraint values "1 and "2 if possible).

5) Solve Eq. (10), the required observer gain is given by Lopt D
V ¡1 Mopt.

IV. Numerical Simulation
Example 1: Consider a linearized discrete-time model of a ma-

nipulator with two rotational joints studied in Ref. 29,

x.k C 1/ D Gx.k/ C Bu.k/ C K f .k/; y.k/ D Cx.k/

where

G D

2

6666664

0:9627 0:0019 ¡0:1963 ¡0:0002 0:1778 0:0002

0:0019 0:9588 ¡0:0002 ¡0:1959 0:0002 0:1774

0:0196 0 0:9980 0 0:0018 0

0 0:0196 0 0:9980 0 0:0018

0 0 0 0 0:8187 0

0 0 0 0 0 0:8187

3

7777775

B D K D

2

6666664

0:0185 0

0 0:0185

0:0001 0

0 0:0001

1:1813 0

0 0:1813

3

7777775
; C D [0 I4]

Notice that the dynamics of the actuators, the � eld-controlled dc
motors, are included in the model. The state variables x1 and x2

represent the joint angle velocities,whereas x3 and x4 represent the
joint angles. Finally, x5 and x6 are the actuators command outputs.
The system was simulated with an actuator fault starting at k D 100
given by [0:1; ¡0:8]T . In this example, the system uncertainty in
Eq. (4) has

F D

2

6666664

0:2 0

0 0:2

0:2 0

0 0:2

0 0:2

0 0

3

7777775
; FG D

2

6666664

0:25 0

0 0

0 0

0 0

0 0

0 0:25

3

7777775

FC D

2

664

0 0

0:25 0

0 0:25

0 0

3

775

H D
µ

0:05 0 0 0:05 0:05 0

0 0:05 0 0 0 0:05

¶

HG D
µ

0:25 0 0 0 0 0:25

0 0:25 0 0 0:25 0

¶
; HB D

µ
0:25 0

0 0

¶

and E1.k/ and E2.k/ are random processeswith kE1.k/kF D "1 and
kE2.k/kF D "2 (eachelement is a randomvariabledrawn froma nor-
mal distributionwith zero mean and unit variance and then normal-
ized to give the requirednorm). Notice that this represents the worst
sequence, in terms of perturbationnorm, in the simulation process.
In thepresentexample,"1 and"2 are takenasunity.Two casesofu.k/
will be used, u1.k/ D [1; 1]T and u2.k/ D [sin.0:1k/; cos.0:1k/]T .

The choice of the target poles of observer (different from those of
the original system) should re� ect the response speed requirement,
and a faster speed generally lead to a larger feedback gain. Thus, a
compromise between them should be reached. In our example, the
poles of the diagnostic observer are designed at 0:1, 0:2, 0:3, 0:4,
0:5, and 0:6, which give a nonoscillatoryresponsebehavior.That is,

3 D diag.0:1; 0:2; 0:3; 0:4; 0:5; 0:6/

When the approach developed in this paper is used, the opti-
mization is initiated with a random initial value of M . Numerical
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experience indicates that the initial choice of M has little in� uence
on the optimal results. However, it is suggested that a number of
initial guesses should be tested. The numerical simulation was car-
ried out using MATLAB 4.2 (Control Toolbox 3.0b, Optimization
Toolbox 1.0d), and an optimal observer gain Lopt1 is obtained. For
comparison,an observergain Lplace , which gives the same spectrum
is obtainedfrom the commandplace.m(the commandhasalso taken
the sensitivities of the eigenvalues into account). We have

Lopt1 D

2

6666664

18:3138 ¡2:9365 ¡4:0858 ¡3:7116

¡3:0069 14:7346 ¡8:0278 ¡6:6398

1:3656 ¡0:0583 ¡0:1146 ¡2:0516

0:0204 1:2612 ¡0:2245 ¡3:7898

0:2065 0:1421 0:5564 ¡5:6251

0:0000 ¡0:0091 0:0136 0:2718

3

7777775

Lplace D

2

6666664

25:3413 3:6371 0:1778 0:0002

3:8877 25:0679 0:0002 0:1774

1:4613 0:0977 0:0018 0

0:1061 1:4562 0 0:0018

0 0 0:3187 0

0 0 0 0:2187

3

7777775

In Table 1, different choices of ® and ¯ are compared with Lplace .
Ideally, all Ji ; i D 1; 2; 3; should be uniformly small. However, be-
cause of the tradeoffs between these objectives, a compromise is
necessary. Notice that cases 1–3 correspond to special situations
where only one particularobjective Ji , i D 1; 2; 3, is minimized, re-
spectively. Thus, the values in cases 1–3 may be considered as the
best values obtained when Ji is consideredindividually.The choice
of ® and ¯ in case OPTIMAL1 is considered to be better as com-
paredwith case PLACE. The tradeoffsbetween these objectivescan
be observed.

In example 1, Figs. 1–4 show the residual responsesdue to differ-
ent choices of ® and ¯ , respectively, and Fig. 5 shows the residual
responses due to Lplace . In case OPTIMAL1, despite the in� uence
of E1 and E2 , a threshold at §1 can easily be imposed on the resid-
ual signals to indicate the occurrenceof fault at the sampling instant
k D 100, which disappearedat the sampling instantk D 200. In other
words, the robustfaultdetectionsensitivityas indicatedby J1 in case

Table 1 Summary of simulation results of example 1

Case Parameters J1 J2 J3

1 ® D 1, ¯ D 0 0.1197 9.4 £ 104 7.3 £ 105

2 ® D 0, ¯ D 1 0.8853 3.3 8.6 £ 103

3 ® D 0, ¯ D 0 0.5797 19.9 100.4
OPTIMAL1 ® D 0:98, ¯ D 0:01 0:1960 20:0 101:2
PLACE Lplace 0.5592 29.0 293.3

Fig. 1 Residual effects in case 1.

Fig. 2 Residual effects in case 2.

Fig. 3 Residual effects in case 3.

Fig. 4 Residual effects in case OPTIMAL1.

PLACE is comparatively smaller than in case OPTIMAL1. More-
over, Figs. 1–3 also demonstrate the effectiveness of our method
by showing the residual responseswhen objective functions J D J1,
J2, and J3 are used, respectively. It can be seen that no reasonable
thresholdcan be deduced to distinguishthe in� uencebetween faults
and uncertainties in these three cases. The comparisons, thus, illus-
trate that J1 , J2 , and J3 all played important roles when designing
an RFD observer.
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Fig. 5 Residual effects in case PLACE.

To assess the achievedperformancein the optimizationprocessof
case OPTIMAL1, the improvement in J1, J2, and J3 are compared
with thevaluesat the randominitialguess.The noise-faultsensitivity
(measured by J1) is decreasedby 45% (from 0:3550 to 0:1960), the
magnitude of the observer gain L (measured by J2 ) is decreasedby
75% (from 80:3 to 20.0) and the condition number of the observer
system matrix (measured by J3 ) is decreasedby 92% (from 1252:4
to 102:5).

Example 2: Consider the linearizeddynamicsof a vertical takeoff
and landing aircraft in the vertical plane as proposed by Saif and
Guan30 and Narendra and Tripathi.31 The continuous-time state-
space description is

Px.t/ D NGx.t/ C NBu.t/; y.t/ D NCx.t/

where the states are the horizontal velocity (knot), vertical velocity
(knot), and pitch rate (degree), respectively. The actuator inputs
are the collective pitch control and the longitudinal pitch control,
respectively.The system is sampled at 0.5 s. to result in a discrete-
time state-space realization (G, B, C ) with fault structure given by
K , where

G D

2

664

0:9813 0:0083 ¡0:0454 ¡0:2459

0:0117 0:5813 ¡0:3898 ¡1:6662

0:0457 0:1274 0:8230 0:4803

0:0117 0:0358 0:4433 1:1361

3

775

B D

2

664

0:2664 0:0365

1:7629 ¡3:2664

¡2:3152 1:7209

¡0:6083 0:4660

3

775 ; C D

2

664

1 0 0 0

0 1 0 0

0 0 1 0

0 1 1 1

3

775

K D 0:2B

The open-loop eigenvalues of the discrete-time nominal plant are
located at 1:1383§ 0:1474i , 0:3548, and 0:8902. A state feedback
gain

P D
µ

¡1:2707 ¡0:0005 0:6865 1:4542

¡1:3140 ¡0:0452 0:3938 0:9317

¶

is employed to stabilize the aircraft such that the closed-loopeigen-
values are located at 0:25, 0:42, 0:65, and 0:60.

The faults, considered to be input independent, start at k D 100
and end at k D 200 given by [1:5; ¡1:5]T . The system uncertainty
structure is as in Eq. (4), where

F D

2

664

0:25 0

0 0:25

0:25 0

0 0:25

3

775 ; FG D

2

664

0:25 0

0 0

0 0

0 0:25

3

775

FC D

2

664

0 0:25

0:25 0

0 0:25

0:25 0

3

775 ; H D
µ

0:05 0:05 0 0

0:05 0 0 0:05

¶

HG D
µ

0:2 0 0 0:2

0 0:2 0:2 0

¶
; HB D

µ
0:05 0

0 0:05

¶

All othersettingsof E1.k/; E2.k/, "1; "2 , and u1.k/ are the samewith
example1 and u2.k/ D [0:5 sin.0:5k/; 0:5 cos.0:5k/]T . The polesof
the diagnostic observer are designed at 0:1, 0:2, 0:3, and 0:4. The
design parameters ® and ¯ are taken as 0:990, and 0:001, respec-
tively.

As discussed in Remark 2, if we identify G C BP ! G and
HG C HB P ! HG , the closed-loop system

x.k C 1/ D [G C 1G.k/ C BP C 1B .k/P] x.k/

C [B C 1B .k/]v.k/ C K f.k/

y.k/ D .C C 1C / x.k/

can be handled by the proposed method. The numerical simulation
was carried out using MATLAB 4.2 (Control Toolbox 3.0b, Opti-
mization Toolbox 1.0d), and an optimal observer gain Lopt2 is given
by

Lopt2 D

2

664

0:2598 ¡0:2367 ¡0:0216 0:2114

1:7974 1:4972 2:2948 ¡1:6902

0:6519 0:8558 1:2574 ¡1:0945

¡0:0864 ¡0:9554 ¡0:0616 0:6903

3

775

Notice that C is an invertiblematrix, and an observergain L exact can
be exactly solved with

L exact D .G C BP ¡ 3/C¡1

D

2

664

0:4949 ¡0:1690 ¡0:0236 0:1755

2:0638 2:6741 1:6803 ¡2:1460

0:7262 1:3336 0:8941 ¡1:2829

0:1722 ¡0:2708 ¡0:0766 0:2858

3

775

Because 3 is diagonal, the best (and lowest possible) condition
number equals unity is obtained, and such L exact will be used for
comparison.

In Table 2, different choices of ® and ¯ are comparedwith L exact .
Figures 6–8 show the residual responses due to different choices of
® and ¯, respectively, and Fig. 9 shows the residual responses due
to L exact . In case OPTIMAL2, a threshold at §5 can be imposed

Fig. 6 Residual effects in case 6.
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Table 2 Summary of simulation results of example 2

Case Parameters J1 J2 J3

6 ® D 1; ¯ D 0 0:0253 2:1 £ 104 1:9 £ 106

7 ® D 0; ¯ D 1 0:2554 0:3 7:7 £ 102

OPTIMAL2 ® D 0:990; ¯ D 0:001 0:1248 4:3 10:8
EXACT Lexact 0:3574 4:9 1

Fig. 7 Residual effects in case 7.

Fig. 8 Residual effects in case OPTIMAL2.

Fig. 9 Residual effects in case EXACT.

on the residual signals to indicate the occurrence of fault. In other
words, even though L exact has the lowest conditionnumber, the RFD
sensitivity as indicated by J1 in case EXACT is smaller than in case
OPTIMAL2. Moreover,Figs. 6 and 7 demonstrate the effectiveness
of our method by showing the residual responses when objective
functions J D J1 and J2 are used, respectively. Similar to example
1, the improvement in J1, J2 , and J3 with respect to the random
initial guess are respectively 81, 75, and 99:0%.

V. Conclusions
In this paper, a method is proposedfor designingan RFD observer

when the system under considerationis subjected to structuredper-
turbations. The approach aims at enhancing the fault detection ro-
bustness to uncertaintieswithout sacri� cing the fault detection sen-
sitivity,which was seldomaddressed.Furthermore, other objectives
related to the observer gain and the eigenstructure conditioning of
the observer system are also considered. The gradient-based opti-
mization approach is facilitatedby the explicit gradient expressions
derived. Numerical simulation has also demonstrated the trade-
offs between different objectives as well as the effectivenessof the
present methodology.

Appendix A: Proof of Lemma 1
Let the SVD of A and B be, respectively, A D UA6A V T

A and
B D UB6B V T

B where the singularvaluesare arrangedin descending
order. Thus,

AE B D UA6A V T
A EUB 6B V T

B ) kAE BkF D
®®6A V T

A EUB 6B

®®

and with E 0 :D V T
A EUB , we have kE 0kF D kV T

A EUB kF D kEkF · 1.
Hence,

max
kEkF · ²

kAE BkF D max
kE 0 kF · ²

k6AE 06B kF

Since

k6AE 06B kF · k6AkkE 06B kF · k6Akk6B kkE 0kF · ²k6Akk6B k

andwhenE 0 D ²u1vT
1 ,whereu1 andv1 are, respectively,the � rst stan-

dard basis of Rq and Rr , respectively, the upper bound is achieved.
That is,

®®6A

¡
²u1vT

1

¢
6B

®®
F

D ²k6Akk6B k D ²kAkkBk

Therefore, the result follows.

Appendix B: Proof of Proposition 1
De� ne

kGE k2;[0;N ] D

vuut 1
N C 1

NX

h D 0

NX

k D 0

tr[R.k; h/T R.k; h/]

We have
NX

k D 0

tr[R.k; h/T R.k; h/]

D
NX

k D 0

tr

³
1.h/T

µ
In

LT

¶¡
Gk ¡ h

L

¢T
C T CG k ¡ h

L [In ¡L]1.h/

´

D tr

³
1.h/T

µ
In

L T

¶
Q.h/[In ¡L]1.h/

´

where

Q.h/ D
NX

k D h

¡
GT

L

¢k ¡ h
C T CGk ¡ h

L
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satis� es

GT
L Q.h/G L ¡ Q.h ¡ 1/ C C T C D 0; 1.h/ D 11.h/ C 12.h/

11.h/ D [In ¡L]

µ
F

0

¶
E1.h/[HG HB ]

12.h/ D [In ¡L]

µ
FG

FC

¶
E2.h/[H 0]

Therefore,

tr[1.h/T Q.h/1.h/] · 2
®®Q

1
2 .h/11.h/

®®2

F
C 2

®®Q
1
2 .h/12.h/

®®2

F

From the form of Q.h/, it is easy to see that Q.h/ ¸ 0 and for
t1 · t2 , we have Q.t1/ ¸ Q.t2/. Moreover, G L is stable; thus, Q.h/
is a uniformly bounded sequence and, hence, limh ! ¡1 Q.h/ D Q,
where Q satis� es Eq. (7). In fact, it is easy to see that

lim
h ! ¡1

Q.h/ D lim
h ! 1

NX

k D ¡h

¡
GT

L

¢k C h
C T CG k C h

L

D lim
h ! 1

N C hX

m D 0

¡
GT

L

¢m
C T CGm

L D
1X

m D 0

¡
GT

L

¢m
C T CGm

L

which is the observabilitygramian. Now,

kGE k2
2;[0;N ] · 2

N C 1

NX

h D 0

h®®Q
1
2 .h/11.h/

®®2

F
C

®®Q
1
2 .h/12.h/

®®2

F

i

· 2
N C 1

NX

h D 0

h®®Q
1
2 11.h/

®®2

F
C

®®Q
1
2 12.h/

®®2

F

i

· 2
h

max
h D 0;1;:::;N

®®Q
1
2 11.h/

®®2

F
C max

h D 0;1;:::;N

®®Q
1
2 12.h/

®®2

F

i

Clearly, because E1.h/ and E2.h/ are uniformlybounded, the right-
hand side term is well de� ned. Moreover, we have the 2-norm of G
over an in� nite interval given by

kGE k2 ·
p

2
h

max
h D 0;1;:::

®®Q
1
2 11.h/

®®2

F
C max

h D 0;1;:::

®®Q
1
2 12.h/

®®2

F

i 1
2

·
p

2
h

max
h D 0;1;:::

®®Q
1
2 11.h/

®®
F

C max
h D 0;1;:::

®®Q
1
2 12.h/

®®
F

i

Therefore, we obtain Eq. (8) according to Lemma 1. Suppose, for
any k D 0; 1; : : : ; the worst 11 and 12 are such that

max
kE1kF · "1

®®Q
1
2 11

®®
F

D "1

®®®®Q
1
2 [In ¡L]

µ
F

0

¶®®®® k[HG HB ]k

D "1

®®Q
1
2 F

®®k[HG HB]k

max
kE2kF · "2

®®Q
1
2 12

®®
F

D "2

®®®®Q
1
2 [In ¡L]

µ
FG

FC

¶®®®® k[H 0]k

D "2

®®Q
1
2 [FG ¡L FC ]

®®kHk

In particular, if 11.k/ D 0 [respectively12.k/ D 0]; then

kGE k2 · max
k D 0;1;:::

®®Q
1
2 12.k/

®®
F

£
h
respectively,kGE k2 · max

k D 0;1;:::

®®Q
1
2 11.k/

®®
F

i

kGE k2 · "2

®®Q
1
2 [FG ¡L FC ]

®®kHk

£
£
respectively,kGE k2 · "1

®®Q
1
2 F

®®k[HG HB ]k
¤

Appendix C: Proof of Proposition 2
To prove Proposition 2, we require the following lemma.
Lemma 2: For real matrices M , N , Q, R, X , and Y satisfying

either of the following Sylvester equations

MX C XN C Q D 0; YM C NY C R D 0

MXN ¡ X C Q D 0; NYM ¡ Y C R D 0

then tr.XR/ D tr.YQ/.
For brevity, we only prove the second Sylvester equation case of

Lemma 2.
Proof of Lemma 2 (second case): Postmultiplying the two

Sylvester equations by R and Q gives

MXNR ¡ XR C QR D 0; NYMQ ¡ YQ C RQ D 0

and, hence, tr.MXNR ¡ XR C QR/ D tr.NYMQ ¡ YQ C RQ/. Since
tr.QR/ D tr.RQ/, we have

tr.MXNR/ D tr[.MXN/.Y ¡ NYM/] D tr[.MXNY ¡ MXNNYM/]

D tr.NYMX ¡ NYMMXN/ D tr.NYMQ/

The result follows.
We divide the whole proof into three parts for J1 , J2, and J3,

respectively.
First, consider J1 D J11 C J12, where

J11 :D
"1

®®Q
1
2 F

®®k[HG HB ]k
®®Q

1
2 K

®®
F

J12 :D
"2

®®Q
1
2 [FG ¡L FC ]

®®kHk
®®Q

1
2 K

®®
F

We � rst consider J11. With M D [m i j ],

@ J11

@m i j
D

"1k[HG HB ]k®®Q
1
2 K

®®
F

@
®®Q

1
2 F

®®
@m i j

¡
"1k[HG HB ]k

®®Q
1
2 F

®®
®®Q

1
2 K

®®2

F

@
®®Q

1
2 K

®®
F

@m i j

Because the maximum singular value of Q1=2 F is distinct and

Q
1
2 Fv11 D

®®Q
1
2 F

®®u11; uT
11 Q

1
2 F D

®®Q
1
2 F

®®vT
11

uT
11u11 D 1; vT

11v11 D 1

Hence,

@ Q
1
2 F

@m i j
v11 C Q

1
2 F

@v11

@m i j
D

@
®®Q

1
2 F

®®
@m i j

u11 C
®®Q

1
2 F

®® @u11

@m i j

which, with uT
11u11 D 1, implies

@
®®Q

1
2 F

®®
@m i j

D uT
11

@ Q
1
2 F

@m i j
v11 D uT

11

@ Q
1
2

@m i j
Fv11 D tr

³
@Q

1
2

@m i j
Fv11uT

11

´

Observe that

Q
1
2

@Q
1
2

@m i j
C @ Q

1
2

@m i j
Q

1
2 D @ Q

@m i j

Thus, with Lemma 2,

@
®®Q

1
2 F

®®
@m i j

D tr

³
@ Q

@m i j
W1

´
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where W1 is obtained from Eq. (18). On the other hand,

@
®®Q

1
2 K

®®
F

@m i j
D @

@m i j

p
tr.K T QK/ D 1

2
®®Q

1
2 K

®®
F

tr

³
@Q

@m i j
KKT

´

Here, @Q=@m i j is obtained via differentiatingEq. (7), which gives

GT
L

@ Q

@m i j
G L ¡ @ Q

@m i j
C

³
V ¡1

µ
@V

@m i j
LC ¡ ei e

T
j C

¶´T

QG L

C GT
L QV ¡1

µ
@V

@m i j
LC ¡ ei e

T
j C

¶
D 0

Now, using Lemma 2 again,

@ J11

@m i j
D

"1k[HG HB]k®®Q
1
2 K

®®
F

tr

³
@ Q

@m i j
W1

´
¡

"1k[HG HB ]k
®®Q

1
2 F

®®

2
®®Q

1
2 K

®®3

F

£ tr

³
@ Q

@m i j
KKT

´
D tr

³
@ Q

@m i j

"
"1k[HG HB]k®®Q

1
2 K

®®
F

W1

¡
"1k[HG HB ]k

®®Q
1
2 F

®®

2
®®Q

1
2 K

®®3

F

KKT

#´

D tr

³¡
X1 C X T

1

¢
GT

L QV ¡1

µ
@V

@m i j

LC ¡ ei e
T
j C

¶´

D tr

³
@V

@m i j

LC
¡
X1 C X T

1

¢
GT

L QV ¡1

´

¡ eT
j C

¡
X1 C X T

1

¢
GT

L QV ¡1ei

where

G L X1GT
L ¡ X1 C

"
"1k[HG HB ]k®®Q

1
2 K

®®
F

W1

¡
"1k[HG HB ]k

®®Q
1
2 F

®®

2
®®Q

1
2 K

®®3

F

KKT

#
D 0

Since

@V

@m i j
G ¡ 3

@V

@m i j
D ei e

T
j C

and, hence,

@ J11

@m i j
D tr

µ
@V

@m i j
LC

¡
X1 C X T

1

¢
GT

L QV ¡1

¶

¡ eT
j C

¡
X1 C X T

1

¢
GT

L QV ¡1ei

D tr
¡
Y1ei e

T
j C

¢
¡ eT

j C
¡
X1 C X T

1

¢
GT

L QV ¡1ei

D eT
j C

£
Y1 ¡

¡
X1 C X T

1

¢
GT

L QV ¡1
¤
ei

where

GY1 ¡ Y13 D LC
¡
X1 C X T

1

¢
GT

L QV ¡1

Consequently,

@ J11

@ M
D

£
Y T

1 ¡ V ¡T QG L

¡
X1 C X T

1

¢¤
CT

Now we consider J12 ,

@ J12

@m i j
D

"2kHk®®Q
1
2 K

®®
F

@
®®Q

1
2 [FG ¡L FC ]

®®
@m i j

¡
"2kHk

®®Q
1
2 [FG ¡L FC ]

®®
®®Q

1
2 K

®®2

F

@
®®Q

1
2 K

®®
F

@m i j

Under the assumption, the maximum singular value of Q1=2 F is
distinct and

Q
1
2 [FG ¡L FC ]v12 D

®®Q
1
2 [FG ¡L FC ]

®®u12

uT
12 Q

1
2 [FG ¡L FC ] D

®®Q
1
2 [FG ¡L FC ]

®®vT
12

uT
12u12 D 1; vT

12v12 D 1

Hence,

@ Q
1
2 [FG ¡L FC ]

@m i j
v12 C Q

1
2 [FG ¡L FC ]

@v12

@m i j

D
@
®®Q

1
2 [FG ¡L FC ]

®®
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u12 C
®®Q

1
2 [FG ¡L FC ]

®® @u12

@m i j

which, with uT
12u12 D 1, implies

@
®®Q

1
2 [FG ¡L FC ]

®®
@m i j

D uT
12

@Q
1
2 [FG ¡L FC ]
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³
@ Q
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2 [FG ¡L FC ]
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@ Q
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2

@m i j
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2
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@m i j
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¶
v12uT
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´

Thus, with Lemma 2,

tr

³
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2

@m i j
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´
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³
@ Q

@m i j
W2

´

where W2 is obtained from Eq. (19). Also,
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2
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¶
v12uT

12
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¡
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Now, when Lemma 2 is used again,
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They sum up to give
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where X and Y are solutions from Eqs. (20) and (21).
Second, we consider J2, with the assumption that the maximum

singular value of L is distinct and

Lv2 D kLku2; uT
2 L D kLkvT

2

uT
2 u2 D 1; v2vT

2 D 1

Then, similar to J1, we have
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Hence,

@ J2

@m i j
D ¡tr

³
@V

@m i j
Lv2uT

2 V ¡1

´
C eT

j v2uT
2 V ¡1ei

D ¡kLktr

³
@V

@m i j
u2uT

2 V ¡1

´
C eT

j v2uT
2 V ¡1ei

D ¡tr
¡
Zei e

T
j C

¢
C eT

j v2uT
2 V ¡1ei

where Z is obtained from Eq. (22). Consequently,
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Third, consider J3 D kV kkV ¡1k and the assumptionthat the max-
imum singular values of V and V ¡1 are distinct. We have
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where U is obtained from Eq. (23). Hence, @ J3=@ M D U TC T .
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